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	EMPLOYEE PRIVACY NOTICE



Who we are:  
The Trust collects and processes information about you in order to manage your employment relationship with Walsall Healthcare. Personal information that is collected will be collected directly from you during your recruitment and employment lifecycle. Collecting this data will ensure that the Trust complies with your employment contract and with other legal requirements. 
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	What information do we collect about you?

To fulfill our responsibilities as an employer, we manage data related to the following aspects: 
· Contact information, including names, addresses, phone numbers, and emergency contacts 
· Recruitment details and employment records (such as professional memberships, references, proof of eligibility to work in the UK, and security checks) 
· Training and revalidation records 
· Information on offences (including alleged offences), criminal proceedings, outcomes, and sentences 
· Personal demographics (such as gender, race, ethnicity, sexual orientation, religion, and criminal history) 
· Banking information 
· Pension details 
· Occupational health records (including medical information pertaining to physical or mental health) 
· Records of absences (excluding holidays), including statutory parental leave and sick leave 
· Health and safety information 
· Trade union membership 
· Employment tribunal applications 
· Complaints 
· Accident reports 
· Incident details 
· Security information, including CCTV footage, ID badge data, etc. 
· Email correspondence 
This personal data may be stored in various formats, including paper documents, electronic files on computer systems, and audio recordings (such as those from meetings or investigative interviews)
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	How do we use this and what is the legal basis?

The Trust’s legitimate interest in collecting information about you includes health and safety reasons, performance and conduct issues and includes the safe delivery of patient services and patient care. If your personal information is not shared with the Trust, this may prevent the Trust complying with its legal obligations. In such instances, the Trust will inform you about implications that this may have.
On commencement of employment with the Trust, your personal data will be uploaded to the Electronic Staff Record (ESR).  ESR is a workforce solution for the NHS which is used by the Trust to effectively manage the workforce leading to improved efficiency and improved patient safety. 

The lawful basis would be that the Trust would use and collect your data under A6(1)(b) – contract –The Trusts duty to deliver a contractual service to you. 
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	Who do we share your information with?

The Trust collects information that is provided by you. However, there may are a number of circumstances where we must or can share information about you to comply with or manage: 
· Disciplinary/investigation process including referrals to professional bodies, e.g. the Nursing and Midwifery Council and the General Medical Council.  
· Legislative and/or statutory requirements 
· Court orders
· NHS counter-fraud requirements
· Requests for information from the police or other law enforcement agencies 
· NHS pension schemes 
· HMRC 
· Department of work and pensions (DWP) 
· Local Councils
· TRAC Recruitment Management System 
· ESR 
· Occupational health records
The list above is not exhaustive and the information that the Trust receives from these third parties and others would have been provided and agreed in the terms and conditions that you would have agreed to when you submitted your job application to the Trust.
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	Who and where do we obtain your information from? 
During your recruitment and throughout your employment with the Trust, personal information will primarily be collected directly from you. In certain circumstances, information may also be obtained from healthcare professionals or through national checks, such as the Disclosure and Barring Service (DBS). 
The Trust employs various methods to collect your data, with the primary source being direct interactions with you. 
Face-to-Face: 
Most of the information we gather will be collected at the time of your joining the Trust, which includes details from your pre-recruitment application form. All data provided will be used for the purposes outlined within this notice, ensuring that only relevant information is requested and recorded. 
Telephone Calls: 
Information disclosed during telephone conversations may be documented by the Trust as a record pertaining to employment matters. 
Emails: 
If you communicate with us via email, we may retain a record of your contact information and email address for our records. 
Other Organisations: 
We may also receive information from other organisations that are legally obligated to share relevant details concerning your employment with the Trust. 
Systems: 
The primary system used to record your personal and employment information is the Electronic Staff Record System (ESR). Additionally, data may be recorded and gathered from the Health Roster system as applicable. We also obtain information from NHS Jobs, Trac for recruitment and equality monitoring purposes.  
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	What rights do I have in relation to my information?
Below is a list of the rights you have in relation to your data and when they apply.  To make an application, please contact the Information Governance Team via wht.data.protection2@nhs.net  All rights should be considered within 30 calendar days from receipt but may be extended if complex.  
The right to object  
The right to object means that data should stop being processed if requested. This only applies where data is obtained with your consent. Generally, we rely on a different legal basis to process your data for recruitment and employment purposes and not consent, therefore, this right may not apply. However, if your data is used for any other reason this right may apply to you.  
The right to rectification  
If you believe your personal information may be inaccurate or incomplete, you can make a request to have your information reviewed.  
The right to erasure  
The right to erasure, often referred to as the "right to be forgotten," grants individuals the ability to request the deletion of their personal data. However, this right is generally not applicable when we process your data for recruitment and employment purposes, as such information is vital for fulfilling our obligations related to your employment. You will be informed when the right to erasure is available for specific processing activities. 
The right to restrict processing  
This right enables you to request a restriction or limit to the processing of your personal data. The right is closely linked with the right to rectify and the right to object and will only apply if:  
· You believe your personal data is inaccurate and it is verified by the Trust.  
· The data has been unlawfully processed.  
· The personal data is no longer needed but we need to keep it in order to establish, exercise or defend a legal claim.  
The right to data Portability  
The right to data portability enables you to obtain and reuse your personal data across different services. The process should allow for moving, copying or transfer of personal data from one IT environment to another in a safe and secure way, without hindrance or usability. The right to data portability is not an absolute right and generally will not apply to your healthcare records unless the processing is based on your consent, or processing is carried out by automated means.  
The right to access  
You have the right to request a copy of any information held by the Trust as well as any supplementary information.  See ‘How do I request my information’ for details on how to apply.  
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	How do I request my Information?
Right of Access
You have a right to see or have copies of any information held by the Trust that relates to you free of charge.  We have the right to charge an administration fee in situations where repeated requests are received for the same information, or the request is deemed excessive.  You will be required to prove your identity when making requests to ensure this personal data is processed lawfully.
Your request will be processed within 1 month of receipt.  However, once our teams have established the volume of records requested there may be a requirement to extend this up to a further 2 months.  If this is the case, we will contact you within 30 days following receipt of your request.  
To request access to your employment records please contact hr.queries@nhs.net 
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	How long is my information kept for?
All our records are retained in line with the NHS Retention Schedule which sets out the appropriate length of time each type of record is retained.  We do not keep your records for longer than is necessary to meet the purpose for which it was collected. Personal data will be destroyed at the end of the contract and no longer processed. 




	


	How do I make a complaint?
If you have any questions or a complaint, please speak to your line manager in the first instance.  If this is not resolved to your satisfaction, you can contact the Patient Advice and Liaison Service (PALS) via wht.pals.officer@nhs.net   If you have any concerns about how your information is being processed or any of the rights as detailed above, please contact the Information Governance Team and Data Protection Officer at:    

Tel: 01922 721172. Extn 5706
wht.data.protection2@nhs.net / wht.dpo@nhs.net
Walsall Healthcare NHS Trust 
Building 20,
New Manor Court
Moat Road 
Walsall 
WS2 9PS 
You also have the right to complain directly to the Information Commissioner’s Office if you feel the Trust has not responded effectively. The Commissioner can be contacted at: 
Information Commissioners Office 
Wycliffe House 
Water Lane 
Wilmslow 
SK9 5AF 
Tel: 0303 123 1113 
Website: https://ico.org.uk/ 


	
	Accessibility and Language 
All our Privacy Notices are readily accessible and can upon request be translated into various languages. If you would like assistance with translation, please contact the Data Protection Team at wht.data.protection2@nhs.net.
If you need an interpreter or assistance, please contact us on. 
Tel: 01922 721172 ext 5801
Last updated 19th March 2025
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