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	RECRUITMENT PRIVACY NOTICE
Trust Wide 



Who we are: 
[bookmark: _Int_J2oFNRCf]The Trust collects and processes information about you in order to manage your recruitment and employment relationship with Walsall Healthcare. Personal information that is collected will be collected directly from you during your recruitment and employment lifecycle. Collecting this data will ensure that the Trust complies with your employment contract and with other legal requirements
Why do we collect information about you? 
We are processing information that is provided by you, at your request prior to you potentially entering a contract of employment. Following your contract commencement, your personal information will be collated, stored and sent to your line manager. Also, this information will be stored in the Electronic System Records (ESR).
We are not responsible for the privacy practices of NHS Jobs (https://jobs.nhs.uk) or Trac (https://apps.trac.jobs/) should you wish to see how they handle your data please follow the links provided. 
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	What information do we collect about you?

To fulfill our responsibilities as an employer, we manage data related to the following aspects:
· Contact information, including names, addresses, phone numbers, and emergency contacts
· Recruitment details and employment records (such as professional memberships, references, proof of eligibility to work in the UK, and security checks)
· Training and revalidation records
· Information on offences (including alleged offences), criminal proceedings, outcomes, and sentences
· Personal demographics (such as gender, race, ethnicity, sexual orientation, religion, and criminal history)
· Banking information
· Pension details
· Occupational health records (including medical information pertaining to physical or mental health)
· Records of absences (excluding holidays), including statutory parental leave and sick leave
· Health and safety information
· Trade union membership
· Employment tribunal applications
· Complaints
· Accident reports
· Incident details
· Security information, including CCTV footage, ID badge data, etc.
· Email correspondence
This personal data may be stored in various formats, including paper documents, electronic files on computer systems, and audio recordings (such as those from meetings or investigative interviews).
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	How do we use this and what is the legal basis?

We are dedicated to protecting the privacy and security of information related to our prospective, current, and former employees. The term "employees" relates to  individuals on permanent, fixed-term, or temporary contracts, as well as contractors, students, and volunteers.
Your personal information is processed for the following purposes:
· Staff administration and management (including payroll and performance)
· Administration of pensions
· Monitoring equal opportunities
· Workforce and resource planning
· Identifying education, training, and development needs
· Health administration and services
· Management of information and data
· Business management and planning, including accounting and auditing
· Conducting performance reviews and managing performance requirements
· Ensuring compliance with health and safety obligations

The personal information we collect about you may also be used for the following purposes:
· Preventing crime and prosecuting offenders (including the use of CCTV recordings)
· Addressing legal disputes involving you or other employees, workers, and contractors, including workplace accidents
· Processing HR casework and investigations (e.g., disciplinary actions, dispute resolutions, appeals, flexible working arrangements, sickness, capability assessments, etc.)
· Monitoring your use of information and communication systems to ensure compliance with IT policies
· Sharing and matching personal information for national fraud initiatives

As your employer, we are obligated to maintain and process information about you for employment-related purposes. The information we gather and manage will be used solely for our administrative and management needs. We will retain and use it to effectively, lawfully, and appropriately manage our relationship with you:
· Throughout the recruitment process
· Whilst you are employed with us
· When your employment ends
· After you have left the Trust

Under article 6 and 9 of the General Data Protection Act our legal obligations from processing the data is to: 
· Comply with the employment contract
· Comply with any legal requirements
· Pursue the legitimate interests of the Trust
· Protect our legal position in the event of legal proceedings

If you do not provide this data, we may be unable in some circumstances to comply with our obligations and we will tell you about the implications of that decision.
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	Who do we share your information with?

Trac has an interface to the Electronic Staff Record System (ESR) which is a payroll and human resources system used by most NHS organisations and by a number of other organisations providing NHS services. 
The data you submit to NHS Jobs and Trac may be transferred to ESR for the purposes of: 
· establishing the human resources and payroll record; completing the recruitment process or parts of the process on ESR; 
· or for reporting purposes such as equal opportunity monitoring. 
· The data you submit to NHS Jobs as part of your job application may be downloaded and transferred to a third-party system (Trac) where an employer chooses to complete the recruitment process using a different system. 
· If you apply for a job on NHS Jobs then the Trust will have access to your application and any other material you submit in support of the application, for example, your accompanying CV. 
· The Trust may copy and hold some or all of this data locally in their own systems to facilitate their administration of the recruitment exercise. 

We have an obligation to inform you how we are processing your application before you apply including but not limited to: 
· automatic decision making on selection, 
· updating information, the employing organisation has downloaded from NHS Jobs and/or Trac 
· withdrawing an application the Trust has downloaded from NHS Jobs and/or Trac 
· how the Trust handles attachments that accompany the application form 
· what the Trust uses the Equality and Diversity data for 
· how the Trust handle any safeguarding concerns 
· transferring of your application to a 3rd party recruitment agency should the agency be used for recruitment purposes i.e. psychometric testing 

We also have an obligation to provide any relevant privacy notice(s) when a request for an offline application is made. 

If you have agreed to accept SMS texts via Trac and/or NHS Jobs these will only be sent when invited to an interview and a further (reminder) text is sent 2 days before the interview is scheduled to take place. 

We will not sell or share your information for marketing purposes. 

Note that summary (high level) non-identifiable data is being shared with NHS Digital for NHS vacancy monitoring purposes only. 

We will not transfer your personal data outside of the UK.

We reserve the right to disclose your personal information to comply with applicable laws and government or regulatory bodies’ lawful requests for information. 
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	Who and where do we obtain your information from?
During your recruitment and throughout your employment with the Trust, personal information will primarily be collected directly from you. In certain circumstances, information may also be obtained from healthcare professionals or through national checks, such as the Disclosure and Barring Service (DBS).
The Trust employs various methods to collect your data, with the primary source being direct interactions with you.
Face-to-Face:
Most of the information we gather will be collected at the time of your joining the Trust, which includes details from your pre-recruitment application form. All data provided will be used for the purposes outlined within this notice, ensuring that only relevant information is requested and recorded.
Telephone Calls:
Information disclosed during telephone conversations may be documented by the Trust as a record pertaining to employment matters.
Emails:
If you communicate with us via email, we may retain a record of your contact information and email address for our records.
Other Organisations:
We may also receive information from other organisations that are legally obligated to share relevant details concerning your employment with the Trust.
Systems:
The primary system used to record your personal and employment information is the Electronic Staff Record System (ESR). Additionally, data may be recorded and gathered from the Health Roster system as applicable. We also obtain information from NHS Jobs, Trac for recruitment and equality monitoring purposes. 
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	What rights do I have in relation to my information?
Below is a list of the rights you have in relation to your data and when they apply.  To make an application, please contact the Information Governance Team via wht.data.protection2@nhs.net  All rights should be considered within 30 calendar days from receipt but may be extended if complex. 
The right to object 
The right to object means that data should stop being processed if requested. This only applies where data is obtained with your consent. Generally, we rely on a different legal basis to process your data for recruitment and employment purposes and not consent, therefore, this right may not apply. However, if your data is used for any other reason this right may apply to you. 
The right to rectification 
If you believe your personal information may be inaccurate or incomplete, you can make a request to have your information reviewed. 
The right to erasure 
The right to erasure, often referred to as the "right to be forgotten," grants individuals the ability to request the deletion of their personal data. However, this right is generally not applicable when we process your data for recruitment and employment purposes, as such information is vital for fulfilling our obligations related to your employment. You will be informed when the right to erasure is available for specific processing activities.
The right to restrict processing 
This right enables you to request a restriction or limit to the processing of your personal data. The right is closely linked with the right to rectify and the right to object and will only apply if: 
· You believe your personal data is inaccurate and it is verified by the Trust. 
· The data has been unlawfully processed. 
· The personal data is no longer needed but we need to keep it in order to establish, exercise or defend a legal claim. 
The right to data Portability 
The right to data portability enables you to obtain and reuse your personal data across different services. The process should allow for moving, copying or transfer of personal data from one IT environment to another in a safe and secure way, without hindrance or usability. The right to data portability is not an absolute right and generally will not apply to your healthcare records unless the processing is based on your consent, or processing is carried out by automated means. 
The right to access 
You have the right to request a copy of any information held by the Trust as well as any supplementary information.  See ‘How do I request my information’ for details on how to apply. 
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	How do I request my Information?
Right of Access
The information you provided will be managed as required by Data Protection law. 
You have the right to: 
· Receive a copy of the information the Trust has on you 
· Request your information be changed if you believe it was not correct at the time you provided it 
· Request that your information be deleted if you believe NHS Jobs, Trac and/or the Trust are processing it for longer than is necessary after 25 May 2018. This request can be declined if valid reasons not to are concluded 

For further information on how the Trust handles your data, how the data is stored and what your data is used for please contact Walsall Healthcare NHS Trust at: 

hr.queries@nhs.net 
Walsall Healthcare NHS Trust 
Walsall Manor Hospital 
House 20, New Manor Court 
WS2 9PT 
Tel: 01922 721172 ext. 5806 
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	How long is my information kept for?

[bookmark: _Int_6eF1WVOQ]Job applications and adverts are retained on NHS Jobs and Trac for up to 460 days after the closing date, depending on the relevant advert’s or recruitment’s closing date, and then deleted. If you need to access an application form and accompanying CV/attachments or an advert and attachments relating to the vacancy, we recommend you make a copy and retain it within 400 days of the advertisement’s closing date as this is the minimum period we will retain the data. 

An audit log will be retained for 24 months to allow our processes to be independently checked. 

Removal of your account 
If you are a jobseeker and no longer wish to retain your account on NHS Jobs and/or Trac then please contact the NHS Jobs Helpdesk (helpdesk@nhs.jobs) or Trac helpdesk (info@trac.jobs) and advise them of your wish to have your account removed completely. 

If you have an employer’s user account, then please contact the Trust administrator directly (recruitment.team@walsallhealthcare.nhs.uk). Please note that once the account has been deleted the data will no longer be retrievable. 



	


	How do I make a complaint?
If you have any questions or a complaint, please speak to your line manager in the first instance.  If this is not resolved to your satisfaction, you can contact the Patient Advice and Liaison Service (PALS) via wht.pals.officer@nhs.net   If you have any concerns about how your information is being processed or any of the rights as detailed above, please contact the Information Governance Team and Data Protection Officer at:   
Tel: 01922 721172. Extn 5706
wht.data.protection2@nhs.net / wht.dpo@nhs.net
Walsall Healthcare NHS Trust 
Building 20,
New Manor Court
Moat Road 
Walsall 
WS2 9PS 
You also have the right to complain directly to the Information Commissioner’s Office if you feel the Trust has not responded effectively. The Commissioner can be contacted at: 
Information Commissioners Office 
Wycliffe House 
Water Lane 
Wilmslow 
SK9 5AF 
Tel: 0303 123 1113 
Website: https://ico.org.uk/ 

	
	Accessibility and Language 
All our Privacy Notices are readily accessible and upon request be translated into various languages. If you would like assistance with translation, please contact the Data Protection Team at wht.data.protection2@nhs.net.
If you need an interpreter or assistance, please contact us on. 
Tel: 01922 721172 ext 5801 
Last updated 19th March 2025
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